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Section 1 University of lllinois Alumni Association

Message from the Executive Director

Dear President Taylor and Audit Committee of the University of Illinois Alumni
Association Board of Directors:

I am pleased to present the Office of University Audits Annual Report for the Fiscal
Year Ended June 30, 2009.

The mission of our Office is to assist the University of Illinois Alumni Association
(Association) management and the Board of Directors in fulfilling their fiduciary
responsibilities. We are committed to providing independent, objective assurance
services. As illustrated in the following report, we were successful in completing the
majority of our planned audit projects. Additionally, an external quality assessment
of our Office was completed this year, for which we received the highest level of
assurance.

This Report is intended to demonstrate our accountability to you that the internal
auditing function is operating as intended.

The Office’s accomplishments in fiscal year 2009 would not have been possible
without the dedication of the employees in this Office. I thank them for their efforts.
Additionally, I thank the officers and staff of the Foundation for their cooperation,
responsiveness, and valued feedback. Finally, I thank you for your continued support
of our Office.

Sincerely,

Julie A. Zemaitis
Executive Director
Office of University Audits



Section 2 University of lllinois Alumni Association

Use of Audit Resources During Fiscal Year 2009

he Office operates in a manner that adds value within the Association, focuses on the
differing primary stakeholders’ expectations and priorities, and adapts to changes in
technology, legislation, and organizational strategic priorities.

We conducted the following audits during fiscal year 2009:
e Preferred Lender Audit
e Information Privacy and Security

e Review of Personnel, Payroll, and Conflict of Interest Procedures

Additional information regarding the objective, scope, and results of these audits is included in
Appendix A.

Following are summaries of how our Office utilized audit resources for the Association
during the fiscal year 2009.

FISCAL YEAR 2009 PLANNED VS. ACTUAL DIRECT AUDIT HOURS
(Excludes Follow-Up Hours)

Planned Audit Hours — 325

Actual Audit Hours — 323

0 30 100 130 200 250 300 330 400

FISCAL YEAR 2009 TOTAL HOURS BY TYPE OF PROJECT

Follow-Up

Information (11%)

Technology
(27%)

Internal Control
Audit
(62%)



Section 3 University of Illinois Alumni Association

Audit Recommendation Follow-Up Results for Fiscal Year 2009

fter the expected implementation dates provided by management have passed,
audit recommendations are revisited to determine the adequacy of management’s
corrective action.

The results of the audit recommendation follow-up activity for fiscal years 2007 through
2009 are presented in the following chart:

Implementation of Association Audit Recommendations

2007 2008 2009
Beginning Balance 6 15 16
New Recommendations 12 7 8
Implemented (3) (6) (11)
Ending Balance 15 16 13

Aging of outstanding audit recommendations at June 30, 2009, by management’s original
expected implementation date is as follows:

Aging of In-Progress and Open Recommendations

Fiscal Year 2011 1
Fiscal Year 2010 5
Fiscal Year 2009 3
Fiscal Year 2008 3
Fiscal Year 2007 0
Fiscal Year 2006 1
Total Outstanding Recommendations 13

Details of the open recommendations issued prior to fiscal year 2009 can be found at
Appendix B.



Section 4 University of lllinois Alumni Association

Two-Year Audit Plan for Fiscal Years 2010-2011

Hours
FY10 Fyi1

Business Functions
Internal Control Audits:

Revenue Processing - 100

Purchasing/Expenditures (includes travel) - 75
Ilinois Connection Operational and Compliance Audit 125 -
Budgeting 100 -
Information Technology
Alumni Magnet Implementation Review 50 -
Follow-up
Follow-up on Audit Recommendations 35 35
Total Hours 310 210



Section 5 University of lllinois Alumni Association

Number of Audit Projects Completed by Cycle During Fiscal Years 2006-2009

Chart indicates the number of audits completed by major transaction cycle.

Audit Title | FYos | FY0o7 | FYos | Fvo

Organization and Management
Club Event Management | | 1 | |
Support Agreement with University | 1 | | |
Preferred Lender Audit | | | | 1

Purchasing, Contracting, and Leasing
Contracting and Leasing | | 1 | |

Expenditure Control

President’s Expenditures | | | 1 |
Expenditures | 1 | | |
P-Card | | | 1 |

Personnel and Payroll
Personnel and Payroll | 1 | | | *1 |

Property, Equipment, and Inventories
Moveable Equipment | | | 1 | |

Revenues and Receivables

Revenue Processing Review 1 1

Bar Operations 1
Cash and Local Funds

Investment Management 1

Bank Reconciliations 1

Information Security
General Information Technology Audit 1
Information Privacy and Security 1

* Includes a review of conflict of interest procedures.



Section 6 University of lllinois Alumni Association

External Quality Assessment Report

he Institute of Internal Auditing (IIA) Standards require an external quality
T assessment of the internal audit activity at least once every five years by a qualified,
independent reviewer or review team from outside the organization. The Executive
Director of University Audits must communicate to the Board of Directors the results of the
assessment as well as the qualifications and independence of the external review team,
including any potential conflict of interest.

An external quality assessment review (QAR) was completed by The Titus Group (Titus) in
March 2009. Titus is a professional services firm with offices in nine U. S. cities and a staff of
225 experienced accounting, tax, and internal audit professionals. The review team leader
has participated in over 150 QARs, including reviews of internal audit departments of
fortune 500 companies, state agencies, and institutions of higher education. There were no
conflicts of interest of the review team.

A QAR evaluates an internal audit department’s conformance with IIA Standards, the IIA’s
Code of Ethics, and the State’s Fiscal Control and Internal Auditing Act (FCIAA). It also
encompasses an assessment of the internal auditing activity’s charter, plans, policies,
procedures, tools, and techniques.

It its report, Titus states “It is our opinion that the University of Illinois” Office of University
Audits generally conforms to the IIA International Standards for the Professional Practice of
Internal Auditing, the IIA’s Code of Ethics, and the Fiscal Control and Internal Auditing Act of
the State of Illinois.” A “generally conforms” opinion is the highest level of assurance; it
means that an internal audit activity has a charter and has polices and processes that are
judged to be in accordance with the Standards, Code of Ethics and FCIAA.

See Appendix E for a complete copy of the report.



Appendices A and B, pages 7 through 11 omitted intentionally



Appendix C University of lllinois Alumni Association

Internal Audit Charter

Mission

The mission of the Office of University Audits (Office) is to protect and improve the
University and its related organizations (University) through independent, objective
assurance and consulting services that evaluate the effectiveness of risk management,
internal control, and governance processes.

Purpose

The purpose of the Office is to determine whether the University’s control, risk
management, and governance processes, as designed and implemented by management, are
adequate and functioning to ensure:

¢ Risks are appropriately identified and managed.

e Interaction with the various governance groups occurs as needed.

e Financial, managerial, and operating information is accurate, reliable, and timely.

¢ Employees’ actions are in compliance with University policies and procedures, and
applicable laws and regulations.

e Resources are acquired economically, used efficiently, and adequately protected.

¢ Plans and objectives are achieved.

e Quality and continuous improvement are fostered in the University’s control
process.

e Significant legislative or regulatory issues impacting the University are recognized
and addressed appropriately.

Independence

The Office reports functionally to the President of the University (President) and the
University of Illinois Board of Trustees through its Budget and Audit Committee, and
administratively to the Comptroller of the Board of Trustees, who is also the Vice President
and Chief Financial Officer.

Responsibility

The Office responsibilities include the following:

e Develop a flexible two-year plan identifying audits scheduled for the pending
fiscal year, using an appropriate risk-based methodology, including any risks or
control concerns identified by management, and submit the plan to the President
for approval by June 30 of each year.

e Implement the audit plan, as approved by the President, including as appropriate
any special tasks or projects requested by management and the Budget and Audit
Committee.



e Issue periodic reports to the President and Chairman of the Budget and Audit
Committee summarizing results of audit activities.

e Report annually to the Budget and Audit Committee our audit plans, activities,
staffing, and the organizational structure.

e Report to the Budget and Audit Committee by September 30 of each year the scope
and results of our audits and the adequacy of management’s corrective actions.

e Maintain sufficient knowledge, skills, and experience to meet the requirements of this
Charter.

e Assist University management by conducting special services to assist management in
meeting its objectives, where appropriate.

e Assist in the investigation of significant suspected fraudulent activities within the
organization and notify management and the Budget and Audit Committee of the
results.

e Establish a follow-up process to monitor and identify if management actions have
been effectively implemented or senior management has accepted the risk of not
taking action.

e Consider the scope of work of the external auditors and regulators as appropriate for
the purpose of providing optimal audit coverage to the institution.

e Periodically provide the Internal Audit Charter to the Budget and Audit Committee
for review.

Authority

The general scope of audit coverage is enterprise-wide and no function, activity, or unit of the
University or related organization is exempt from audit and review. No officer, administrator,
or staff member may interfere with or prohibit internal auditors from examining any
University or related organization’s record or interviewing any employee or student that the
auditors believe is necessary to carry out their duties. Additionally, the Executive Director has
the authority to audit the accounts of all organizations required to submit financial statements
to the University.

In performing their work, the internal auditors have neither direct authority over, nor
responsibility for, any of the activities reviewed. Internal auditors do not develop and install
procedures, prepare records, make management decisions, or engage in any other activity that
could be reasonably construed to compromise their independence or impair their objectivity.
Therefore, internal audit reviews do not, in any way, substitute for or relieve other University
personnel from their assigned responsibilities.

Professional Standards

The Office has the responsibility to carry out its duties as defined by the State of Illinois Fiscal
Control and Internal Auditing Act (Illinois Compiled Statutes, 30 ILCS 10/1001). Those
responsibilities include performing audits in accordance with The Institute of Internal
Auditor’s International Standards for the Professional Practice of Internal Auditing, which the State
of Illinois Internal Audit Advisory Board has adopted as the standard of performance for all
state internal auditors.

13



Appendix D University of lllinois Alumni Association

Organization Chart as of June 30, 2009

This organization chart represents only those individuals providing direct services to the University of
Illinois Alumni Association.

0

Administrative Assistant

Director of University Audits

CPA Microcomputer Support Specialist
| |
#$ b b
& $ .
P
Director Director
CPA, CIA, CFE CISA, CIA, MBA

i 1

Carla Jones, CIA, Ed.M.
Sandy King, CIA, MBA Jared E. Ross, CISA, CIA

*Annually, a report of audit activities is provided to the Audit Committee of the University of lllinois Alumni
Association Board of Directors.

Certifications and Advanced Degrees held by Members of the Office of University Audits

Professional Certifications Advanced Degrees
5 CIA = Certified Internal Auditor 2 CISA = Certified Information Systems Auditor
2 CPA = Certified Public Accountant 2 MBA = Master of Business Administration

1 CFE = Certified Fraud Examiner 1 Ed.M. = Master of Education



Appendix E University of lllinois Alumni Association

Office of University Audits Full External Assessment Quality Assurance Report

STATE OF ILLINOIS

UNIVERSITY OF ILLINOIS
OFFICE OF UNIVERSITY AUDITS
FULL EXTERNAL ASSESSMENT
QUALITY ASSURANCE REPORT

March 6, 2009

It is our opinion that the University of Illinois’ Office of University Audits generally
conforms to the Institute of Internal Auditors’ (IIA) International Standards for the
Professional Practice of Internal Auditing, the IIA’s Code of Ethics, and the Fiscal
Control and Internal Auditing Act of the State of Illinois.

Julie Zemaitis — E&ecutive Director Brian E. Kruk - Titus Team Leader

15



UNIVERSITY OF ILLINOIS
Chicago e Springfield ¢ Urbana-Champaign

Office of University Audits
505 East Green Street

Suite 206

Champaign, Illinois 61820

OFFICE OF UNIVERSITY AUDITS
FULL EXTERNAL ASSESSMENT
QUALITY ASSURANCE REPORT

Executive Summary

The University of Illinois engaged Titus, an independent professional services provider, to
conduct an external quality assessment of the Office of University Audits (OUA). The
review was based on the State of Illinois Audit Advisory Board (STAAB) and the Institute of
Internal Auditors (ITA) guidelines in the performance of an external quality assessment.

Accordingly, Titus evaluated the extent of OUA compliance with the Institute of Internal
Auditors’ International Standards for the Professional Practice of Internal Auditing
(Standards), the Institute of Internal Auditors’ Code of Ethics (COE), and the Fiscal Control
and Internal Auditing Act of the State of Illinois (FCIAA). The external quality assessment
covered the period of July 1, 2007 through February 19, 2009.

As part of the external quality assessment, the OUA completed the Chief Audit Executive’s
Questionnaire and the Self Study Report. The Titus team subsequently performed an on-site
review during the period February 23, 2009 and March 6, 2009 at which time the team
completed the SIAAB’s Audit Requirements Matrix as it tested compliance with the
Standards, the COE, FCIAA, and OUA’s own policies, procedures, and practices to the
extent necessary for this quality assurance engagement. The Titus team also examined the
OUA risk assessment and audit planning processes, a representative sample of working
papers and reports. As part of the review, the team conducted interviews with the University
President, the Audit Committee Chair and other selected executive management personnel.

In performing the external quality assessment we used the IIA’s basis for the determination
of compliance, as described below:

Urbana-Champaign e (217) 333-0903 ¢ Fax (217) 333-0902 ¢ E-Mail jzemaiti@uillinois.edu
Chicago e 154 DHSP, 1640 West Roosevelt Road e Chicago, IL 60608-6901 e (312) 996-2748
Springfield e 91 Business Services Building, MD BSB 85, One University Plaza e Springfield, IL 62703-5407 o (217) 206-7844
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e Generally Conforms — means that an internal audit activity has a charter and
has polices and processes that are judged to be in accordance with the
Standards, Code of Ethics and/or FCIAA.

e Partially Conforms — means deficiencies in practice are noted that are judged
to deviate from the Standards, Code of Ethics and/or FCIAA, but these
deficiencies did not preclude the internal audit activity from meeting its
responsibilities in an acceptable manner.

¢ Does Not Conform — means deficiencies in practice are judged to be so
significant as to seriously impair or preclude the internal audit activity from
performing adequately in all or in significant areas of responsibilities.

This report includes the Titus team’s ratings and any recommended actions necessary
for the Office of University Audits to enhance its compliance and build a more
effective internal audit organization. Presented on the following pages are the results
on compliance, by assessment area:

e The IIA Standards,

e The IIA Code of Ethics, and

e The Fiscal Control and Internal Auditing Act of the State of Illinois
(FCIAA).

Titus takes this opportunity to thank the CAE and her staff for their cooperation and

assistance throughout this engagement and acknowledge their support as vital to its
successful completion.

30f8
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UNIVERSITY OF ILLINOIS
OFFICE OF UNIVERSITY AUDITS
FULL EXTERNAL ASSESSMENT
QUALITY ASSURANCE REPORT

11A’s International Standards
for the Professional Practice of Internal Auditing

Attribute Standards:

1000.

1100.

1200.

1300.

Purpose, Authority, and Responsibility. The purpose, authority, and
responsibility of the internal audit activity should be formally defined in
a charter, consistent with the Standards, and approved by the board.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

Independence and Objectivity. The chief audit executive should report
to a level within the organization that allows the internal audit activity to
Sfulfill its responsibilities.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.
Proficiency and Due Professional Care. Engagements should be
performed with proficiency and due professional care.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

Quality Assurance and Improvement Program. The chief audit
executive should develop and maintain a quality assurance and
improvement program that covers all aspects of the internal audit activity
and continuously monitors its effectiveness. This program includes
periodic internal and external quality assessments and ongoing internal
monitoring. Each part of the program should be designed to help the
internal auditing activity add value and improve the organization's
operations and to provide assurance that the internal audit activity is in
conformity with the Standards and the Code of Ethics.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

4 0of 8



UNIVERSITY OF ILLINOIS
OFFICE OF UNIVERSITY AUDITS
FULL EXTERNAL ASSESSMENT
QUALITY ASSURANCE REPORT

I1A’s International Standards
for the Professional Practice of Internal Auditing

Performance Standards:

2000.

2100.

2200.

2300.

Managing the Internal Audit Activity. The chief audit executive should

effectively manage the internal audit activity to ensure it adds value to
the organization.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.
Nature of Work. The internal audit activity should evaluate and
contribute to the improvement of risk management, control, and

governance processes using a systematic and disciplined approach.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

Engagement Planning. Internal auditors should develop and record a
plan for each engagement, including the scope, objectives, timing and
resource allocations.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

Performing the Engagement. Internal auditors should identify, analyze,
evaluate, and record sufficient information to achieve the engagement's

objectives.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

50f8
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UNIVERSITY OF ILLINOIS
OFFICE OF UNIVERSITY AUDITS
FULL EXTERNAL ASSESSMENT
QUALITY ASSURANCE REPORT

I1A’s International Standards
for the Professional Practice of Internal Auditing

Performance Standards, Continued:

2400. Communicating Results. Internal auditors should communicate the
engagement resullts.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.
2500. Monitoring Progress. The chief audit executive should establish and
maintain a system to monitor the disposition of results communicated to

management.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

2600. Management’s Acceptance of Risks. When the chief audit executive
believes that senior management has accepted a level of residual risk
that may be unacceptable to the organization, the chief audit executive
should discuss the matter with senior management. If the decision
regarding residual risk is not resolved, the chief audit executive and
senior management should report the matter to the board for
resolution.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

6 of 8
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UNIVERSITY OF ILLINOIS
OFFICE OF UNIVERSITY AUDITS
FULL EXTERNAL ASSESSMENT
QUALITY ASSURANCE REPORT

11A4°s Code of Ethics

A code of ethics is necessary and appropriate for the profession of internal auditing,
considering the trust placed in its objective assurance about risk management, control,
and governance. The Institute's Code of Ethics extends beyond the definition of
internal auditing to include principles and rules of conduct that are relevant to the
profession and practice of internal auditing.

l.

Principles. Internal auditors are expected to apply and uphold the
following principles:

Integrity. The integrity of internal auditors establishes trust and thus
provides the basis for reliance on their judgment.

Objectivity. Internal auditors exhibit the highest level of
professional objectivity in gathering, evaluating, and
communicating information, with a balanced assessment of all the
relevant circumstances and are not unduly influenced by their own
interests or by others in forming judgments.

Confidentiality. Internal auditors respect the value and ownership of
information they receive and do not disclose information without
appropriate authority unless there is a legal or professional
obligation to do so.

Competency. Internal auditors apply the knowledge, skills, and
experience needed in the performance of internal auditing services.

Rules of Conduct. Rules of Conduct describe, in greater detail, the behavioral
norms expected of internal auditors. The Rules of Conduct are an aid to
interpreting the Principles into practical applications and are intended to guide
the ethical conduct of internal auditors. These Rules of Conduct can be found
in their entirety at the Institute of Internal Auditor’s website,
http://www.theiia.org.

Assessment of Compliance with the IIA’s Code of Ethics:

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

7 of 8
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UNIVERSITY OF ILLINOIS
OFFICE OF UNIVERSITY AUDITS
FULL EXTERNAL ASSESSMENT
QUALITY ASSURANCE REPORT

Fiscal Control and Internal Auditing Act
Article 2 - Internal Auditing

Section 2001 - Program of Internal Auditing.
Each designated State Agency shall establish a full-time program of internal
auditing.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

Section 2002 - Qualifications of Chief Internal Auditor.
The chief executive officer of each designated agency shall appoint a chief
internal auditor with a bachelor’s degree, who is either a certified internal
auditor by examination or a certified public accountant who has at least four
vears of progressively responsible professional auditing experience or an
auditor with at least five years of progressively responsible auditing
experience. The Chief Internal Auditor shall report directly to the Chief
Executive Officer and shall have direct communications with the Chief
Executive Officer and the governing board, if applicable, in the exercise of
auditing activities. All Chief Internal Auditors and all full-time members of an
internal audit staff shall be free of all operational duties.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.

Section 2003 — Internal Auditing Program Requirements.
The Chief Executive Officer of each designated State Agency shall ensure that
the internal auditing program includes: (1) A two-year plan, identifying audits
scheduled for the pending fiscal year, approved by the Chief Executive Officer
before the beginning of the fiscal year. By September 30 of each year, the
Chief Internal Auditor shall submit to the Chief Executive Officer a written
report detailing how the audit plan for that year was carried out, the
significant findings, and the extent to which recommended changes were
implemented; and (2) Audits of major systems of internal accounting and
administrative control conducted on a periodic basis so that all major systems
are reviewed at least once every 2 years.

External Reviewer: The Office of University Audits generally conforms.

CAE: I concur.
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