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UNIVERSITY OF ILLINOIS
Urbana-Champaign e Chicago  Springfield

Office of University Audits
505 East Green Street

Suite 206

Champaign, Illinois 61820

President White and
The Budget and Audit Committee of the Board of Trustees
University of Illinois

In connection with the projects performed by the Office of University Audits during the
fiscal year ended June 30, 2007, we submit the following representations:

1. All audits were performed in accordance with The Institute of Internal
Auditors’ International Standards for the Professional Practice of Internal
Auditing.

2. The Audit Plan for Fiscal Year 2007 was risk driven.

3. Planning on each individual audit was risk driven.

4. There is transparency in all reports issued.

5. We received cooperation from management in all audits conducted and
completed during the fiscal year.

6. All significant findings were reported.

Julie A. Zemaitis
Executive Director
Office of University Audits

Urbana e (217) 333-0903 ¢ Fax (217) 333-0902 ¢ E-Mail jzemaiti@uillinois.edu
Chicago e 154 DHSP, 1640 West Roosevelt Road e Chicago, IL 60608-6901 e (312) 996-6368
Springfield ¢ 41 Business Services Building, MD BSB 43, One University Plaza ¢ Springfield, IL 62703-5407  (217) 206-7844
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Message from the Executive Director

President White and
The Budget and Audit Committee of the Board of Trustees
University of Illinois

Dear President White and the Budget and Audit Committee of the Board of Trustees:

On behalf of the Office of University Audits (Office), I am pleased to present the Annual
Report for Fiscal Year Ended June 30, 2007. This report highlights the scope and results of
audit activities, as well as metrics, accomplishments, and other measures of our
performance.

In fulfilling its responsibility to assist University management and the Board of Trustees in
accomplishing their objectives, the Office is committed to providing independent,
objective assurance, and consulting services. As illustrated in the following report, we
were successful in completing the majority of our planned audit projects. Additionally,
we provided a significant number of hours performing special investigations and various
advisory activities. Preparing, engaging in, and completing these activities, as well as
others, demonstrates our accountability to you that the internal auditing function is
operating as intended.

The Office’s accomplishments in fiscal year 2007 would not have been possible without the
dedication of the employees in this Office. I thank them for their efforts. Additionally, I
thank the officers and staff of the University for their cooperation, responsiveness, and
valued feedback. Finally, I thank you for your continued support of our Office. With such
exceptional leadership and staff, we look forward to another successful year.

Sincerely,

Julie A. Zemaitis
Executive Director
Office of University Audits
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Internal Audit Charter

Mission

The mission of the Office of University Audits (Office) is to protect and improve the
University and its related organizations through independent, objective assurance and
consulting services that evaluate the effectiveness of risk management, internal
control, and governance processes.

Purpose

The purpose of the Office is to determine whether the University’s control, risk
management, and governance processes, as designed and implemented by
management, are adequate and functioning to ensure:

¢ Risks are appropriately identified and managed.

e Interaction with the various governance groups occurs as needed.

¢ TFinancial, managerial, and operating information is accurate, reliable, and timely.

¢ Employees’ actions are in compliance with University policies and procedures,
and applicable laws and regulations.

® Resources are acquired economically, used efficiently, and adequately protected.

e Plans and objectives are achieved.

¢ Quality and continuous improvement are fostered in the University’s control
process.

e Significant legislative or regulatory issues impacting the University are
recognized and addressed appropriately.

Independence

The Office reports functionally to the President of the University (President) and the
University of Illinois Board of Trustees through its Budget and Audit Committee, and
administratively to the Comptroller of the Board of Trustees, who is also the Vice
President and Chief Financial Officer.

Responsibility
The Office responsibilities include the following;:

e Develop a flexible two-year plan identifying audits scheduled for the pending
fiscal year, using an appropriate risk-based methodology, including any risks
or control concerns identified by management, and submit the plan to the
President for approval by June 30 of each year.

e Implement the audit plan, as approved by the President, including as
appropriate any special tasks or projects requested by management and the
Budget and Audit Committee.



e Issue periodic reports to the President and Chairman of the Budget and Audit
Committee summarizing results of audit activities.

e Report annually to the Budget and Audit Committee our audit plans, activities,
staffing, and the organizational structure.

e Report to the Budget and Audit Committee by September 30 of each year the scope
and results of our audits and the adequacy of management’s corrective actions.

e Maintain sufficient knowledge, skills, and experience to meet the requirements of
this Charter.

e  Assist University management by conducting special services to assist management
in meeting its objectives, where appropriate.

e Assist in the investigation of significant suspected fraudulent activities within the
organization and notify management and the Budget and Audit Committee of the
results.

e Establish a follow-up process to monitor and identify if management actions have
been effectively implemented or senior management has accepted the risk of not
taking action.

e Consider the scope of work of the external auditors and regulators as appropriate for
the purpose of providing optimal audit coverage to the institution.

e Periodically provide the Internal Audit Charter to the Budget and Audit Committee
for review.

Authority

The general scope of audit coverage is enterprise-wide and no function, activity, or unit of
the University or related organization is exempt from audit and review. No officer,
administrator, or staff member may interfere with or prohibit internal auditors from
examining any University or related organization’s record or interviewing any employee or
student that the auditors believe is necessary to carry out their duties. Additionally, the
Executive Director has the authority to audit the accounts of all organizations required to
submit financial statements to the University.

In performing their work, the internal auditors have neither direct authority over, nor
responsibility for, any of the activities reviewed. Internal auditors do not develop and install
procedures, prepare records, make management decisions, or engage in any other activity
that could be reasonably construed to compromise their independence or impair their
objectivity. Therefore, internal audit reviews do not, in any way, substitute for or relieve
other University personnel from their assigned responsibilities.

Professional Standards

The Office has the responsibility to carry out its duties as defined by the State of Illinois Fiscal
Control and Internal Auditing Act (Illinois Compiled Statutes, 30 ILCS 10/1001). Those
responsibilities include performing audits in accordance with The Institute of Internal
Auditor’s International Standards for the Professional Practice of Internal Auditing, which the
State of Illinois Internal Audit Advisory Board has adopted as the standard of performance
for all state internal auditors.
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Use of Audit Resources During Fiscal Year 2007

he Office operates in a manner that adds value within the University, focuses on the
differing primary stakeholders’ expectations and priorities, and adapts to changes in
technology, legislation, and organizational strategic priorities.

As with all University organizations, resources are finite and must be applied
judiciously to ensure the maximum contribution and benefit possible toward
achieving the University’s vision and objectives.

Following are summaries of how our Office utilized audit resources during fiscal year
2007.

Fiscal Year 2007 Audit Plan Status

Planned Audits
(89%)

Investigations /

Special Projects
(11%)

Fiscal Year 2007 Planned vs. Actual Direct Audit Hours

Planned Audit Hours — 17,757

Actual Audit Hours — 18,065

10000 11000 12000 13000 14000 15000 16000 17000 18000 19000

Overall for the year, we delivered 102 percent of the total hours budgeted.



Fiscal Year 2007 Direct Audit Hours by Type of Project

Consulting Continuous
(2%) Auditing
Operational (9%)
(22%)

Investigative

Internal
Control Audits
(24%)

Compliance

(29%)
Information
Financial Technology
(1%) (6%)

Appendix B provides a summary of completed projects, along with a definition of audit
project types.

Fiscal Year 2007 Direct Audit Hours by Campus/Area

) _ ) Foundation/
University-Wide Alumni Association Urbana-Champaign
(17%) Campus
University (18%)
Administration

(8%)

Continuous
Auditing
(7%)

Springfield Campus
(8%)

Chicago Campus
(36%)
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Audit Recommendation Implementation Results

fter the expected implementation dates provided by management have passed, audit
recommendations are revisited to determine the adequacy of management’s corrective

action.

The results of the audit recommendation follow-up activity for fiscal years 2005
through 2007 are presented in the following chart:

Implementation of University Audit Recommendations

Fiscal Year
2005 2006 2007
Beginning Balance 210 235 191
New Recommendations 154 209 157
Implemented (125) (238) a77)
Withdrawn or Not Implemented 4) (15) (6)
(Risks Accepted by Management)
Ending Balance 235 191 165

Aging of outstanding audit recommendations at June 30, 2007, by management’s

expected implementation date is as follows:

Aging of Outstanding Recommendations

Fiscal Year 2009 and Beyond 19
Fiscal Year 2008 100
Fiscal Year 2007 42
Fiscal Year 2006 4

Total Recommendations 165
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University of lllinois

Organization Chart as of June 30, 2007

University of lllinois
Board of Trustees

Budget and Audit
Committee

President

The Office of University Audits reports functionally to

the President of the University and the University of
lllinois Board of Trustees through its Budget and Audit

Committee.

Vice President and Chief
Financial Officer

A

The Office of University Audits reports
administratively to the Comptroller of
the Board of Trustees, who is also the Vice
President and Chief Financial Officer.

Julie A. Zemaitis

Executive Director
CPA

?

Gloria J. Ring
Administrative Assistant
Eduardo R. Mascorro
Microcomputer Support Specialist

Chicago

\
Urbana-Champaign,
Springfield,

University of Illinois Foundation,
and University of lllinois

Alumni Association

Continuous Auditing
Program

Neal F. Crowley
Director
MBA, CPA, CIA, CFE

Darla J. Hill
Director
CPA, CIA

Information Technology

Gene V. Fruit
Assistant Director
CISA, CIA, MBA

i

Healthcare Auditors
Orestes Carmicle, CIA
Eileen J. Feely
Jerrilyn J. Looney

CIA, MBA, MPH, RN

Enterprise-wide Auditors
Lataunia A. Green, MBA

Job J. Menchaca

Open Position

Enterprise-wide Auditors
Ryan P. Holmes, CPA

Jessica L. Hoppe, CPA, CIA

Carla N. Jones, CIA

Sandra K. King (80%), CIA, MBA
Kevin K. Jones (80%), CPA, CIA
Teri A. Travis, CPA, CIA

Open Position

Data Analyst Auditor
Maureen L. Sorensen (75%)
CPA, CIA, MAS

Information Technology
Auditors

Jared E. Ross, CISA, CIA

Lyn Vallow, CISA

i

Enterprise-wide Auditor
Kevin K. Jones (20%), CPA, CIA

Certifications and Advanced Degrees held by Members of the Office of University Audits

P wok

Professional Certifications

CIA = Certified Internal Auditor

CPA = Certified Public Accountant
CISA = Certified Information Systems Auditor
RN = Registered Nurse

PR

Advanced Degrees

MBA = Master of Business Administration
MPH = Master of Public Health

MAS = Master of Accounting Science
CFE = Certified Fraud Examiner
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Summary of Completed Projects

he following narrative summarizes the fifty-five projects completed during fiscal year
2007. All audits were performed in accordance with the International Standards for the
Professional Practice of Internal Auditing as promulgated by The Institute of Internal
Auditors (IIA) and adopted by the State of Illinois Internal Audit Advisory Board.

Internal Control Audits
Internal control audits determine whether the unit is conducting its financial
and business processes under an adequate system of internal control, as
required by University policy and guidelines, and good business practice.
These audits fulfill our understanding with the Legislative Audit Commission
to perform reviews of randomly selected units to test the adequacy of the
University’s general systems of internal control.

Nine internal control audits were performed in the following areas:

Chicago Campus
e Counseling Center
e College of Nursing

Urbana-Champaign Campus
e College of Agriculture, Consumer, and Environmental Sciences — University of
llinois Extension and Outreach
e Office of the Dean of Students
e Division of Intercollegiate Athletics

Springfield Campus
e Sangamon Auditorium
e College of Business and Management

University-Related Organizations
e Prairieland Energy, Incorporated
e Alumni Association

Compliance Audits
Compliance audits determine the adequacy of the design of a unit’s systems to ensure
compliance with University policies and procedures and external requirements. Audit
recommendations typically address the need for improvements in procedures and
controls intended to ensure compliance with applicable regulations.



Twenty-four compliance audits were performed. Compliance audits included reviews of:

e  Administration of gifts and related compliance with donor intent

e  Compliance with NCAA and Big Ten Conference legislation

e  UIS Grant Management

e  UIC Clinical Billings—Physicians at Teaching Hospitals

e UIUC Lump Sum Payments

e  Colleges of Medicine at Peoria and Rockford — Institutional Review Boards
e UIUC Student Financial Aid Award Procedures

e Foundation - Line of Credit

e Foundation — Unrelated Business Income Tax

e Foundation — Gifts from Employees In Support of Their Own Programs
e Foundation — Quasi Endowment Procedures

Information Technology Audits
Information technology audits address the organizations, facilities, and systems used
to sustain the information technology services for the University.

Four information technology audits were completed this year which included reviews of:

e  Unit Security Contact Access

e University of Illinois Covered Entity Health Insurance Portability and
Accountability Act (HIPAA) Security Rule

e McKinley Health Center

e Alumni Association

Operational Audits
Operational audits examine the use of unit resources to evaluate whether those
resources are being used in the most efficient and effective ways to fulfill the unit’s
mission and objectives. An operational audit can include elements of a compliance
audit, a financial audit, and an information technology audit.

Ten operational audits were completed this year. The audits included reviews of:

e  UIC Medical Center Revenue Cycle Management — Utilization Management

e  UIC Medical Center Hazardous Waste Disposal Process

e  UIC Medical Center Revenue Cycle Management — Hospital Admitting

e  UIS Enrollment Management

e  Payroll Services Office — Banner Post-Implementation Review

e  Human Resources — Banner Post-Implementation Review

e  UIC Capital Programs — Construction Process

e  University Student Financial Services and Cashier Operations — Cashiering
Operations

e  Foundation - Gift Reporting

e  Foundation — Real Estate Portfolio Management



Investigative Audits
Investigative audits focus on alleged civil or criminal violations of state or federal
laws or violations of University policies and procedures that may result in
prosecution or disciplinary action.

Six investigative audits and reviews were completed. These projects addressed allegations
of misappropriation of University resources and non-compliance with University policies.

Consulting
Consulting focuses on assisting University management by conducting special
services to assist management in meeting its objectives.

One consulting project was completed. This project provided advice to University
management and project leaders during the development of the University's OBFS
eProcurement project, now termed iBuy.

Continuous Auditing
Continuous auditing is a method used to perform various data analysis techniques
to identify anomalies and other indicators of fraud and internal control weaknesses.
Continuous auditing changes the traditional auditing paradigm of periodic reviews
of a sample of transactions to ongoing audit testing of 100 percent of transactions
within a specified area.

An important benefit to the University is that instances of error and fraud are typically
reduced, operational efficiency is increased, and bottom-line results are improved through a
combination of cost savings and reduction in overpayments and revenue leakage when
continuous auditing is integrated with management’s ongoing monitoring processes.!

While our menu of analyses continues to expand, we performed continuous auditing during
fiscal year 2007 in the following broad areas:

Payroll
e Paychecks Received after Termination Date
e Significantly Back-Dated Payroll Adjustments and Manual Payroll Payments
e Unusual Overtime
e Payroll Adjustments to Non-Salaried Employees
e Greater than Two Employees with Same Direct Deposit Account
¢ Unusual Vacation and Sick Reporting

Purchasing and Expenditures
e Vendors and Employees with the Same Federal Tax ID and/or Same Mailing Address
e Vendors with P.O. Box Mailing Addresses Used by only One Department
¢ Non-Payroll Employee Payments

! Report from the Institute of Internal Auditors, Global Technology Audit Guide, Continuous Auditing: Implications for
Assurance, Monitoring, and Risk Assessment.



Procurement Card (PCard)
e Purchases by Cardholders without Assigned Independent Reconciler and
Approver
e Purchases made over the Thanksgiving and Christmas Holiday Weekends
e Payments for Internet Service Providers
e Purchases by a Cardholder with a High Volume of Auto-Reconciled Activity
e Purchases by the Same Cardholder from the Same Vendor on Consecutive Days

Student Refunds
e Unusually High Student Refunds

11
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Internal Audit Process

Notifying the Auditee

The unit head who will be responsible for implementing recommendations that may result
from the audit is notified before the audit is begun. An opening conference is held with the
auditee to define the scope of the audit and identify who will coordinate any audit needs
(e.g., space, records, meetings). Unannounced audits are initiated as appropriate.

Performing the Audit

Audit work is performed in accordance with the International Standards for the Professional

Practice of Internal Auditing and Code of Ethics of the Institute of Internal Auditors, adopted
by the State of Illinois Internal Audit Advisory Board. Audit concerns are discussed with
auditee personnel as the concerns are identified.

Finalizing the Audit Report

University administrators who have the responsibility for areas included in audit
recommendations receive a draft of the audit report and are given the opportunity to
comment before the report is finalized. The final report identifies expected implementation
dates for each audit recommendation that is agreed to by the responsible administrator.

Resolving Recommendations Not Agreed To by the Auditee
When an auditee does not agree to a particular audit recommendation, resolution of the
disagreement is pursued through the prescribed organizational hierarchy.

Transmitting the Audit Report
Final audit reports are published via the web, and access is based on the unit's and the
Office’s reporting lines.

Following-Up on Recommendations Agreed To by the Auditee

On-going follow-up procedures include reviewing actions taken by the auditee to determine
the extent to which audit recommendations agreed to by University administrators have
been implemented.

Reporting to the Budget and Audit Committee
Each year, the Office of University Audits' Annual Report is presented to the Budget and
Audit Committee of the Board of Trustees.



