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What is Internal Control?What is Internal Control?

• A process within an organization designed to provide p g g p
reasonable assurance: 

That information is reliable, accurate, and timely.
Of compliance with policies plans procedures lawsOf compliance with policies, plans, procedures, laws, 
regulations, and contracts. 
That assets (including people) are safeguarded. 
Of the most economical and efficient use of resourcesOf the most economical and efficient use of resources. 
That overall established objectives and goals are met.

• Intended to prevent errors or irregularities identify• Intended to prevent errors or irregularities, identify 
problems, and ensure that corrective action is taken.
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•• PreventivePreventive – stops something from happening

Internal Controls May Be:Internal Controls May Be:

p g pp g

•• DetectiveDetective – finds out what happened, alerts you as 
it happens or shortly after

•• CorrectiveCorrective – follow detective controls, recovery 
from consequences of an error or unexpected event

i ii i ll f lk h h ld h•• DirectiveDirective – tells folks what should happen
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Preventive Controls
• Security Access
• Segregation of duties

Detective Controls
• Banner account reconciliations
• Management review of reconciliations

• Physical controls over assets
• Authorized signers
• University payables review and approval 
of travel vouchers prior to processing

• Physical inventories
• P-Card logging, reconciliation, and 
approval

• Review of budget to actualof travel vouchers prior to processing
• Reminders of policies, procedures, and 
expectations

• Review of budget to actual 
• Year to year expenditure trending
• Internal auditors

Corrective Controls
• Error communication and reporting
• Documentation systems or processes

Directive Controls
• University of Illinois Statutes
• OBFS policies and procedures

• Improvement initiatives
• Discipline actions

• Campus Administrative Manual
• College policies
• Unit procedures
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• Board of Trustees

Who’s Responsible???Who’s Responsible???

• President 
• Line management
• Frontline Personnel• Frontline Personnel
• Internal Audit

University policy establishes some responsibilities for the 
internal control system to all University employees.

“Internal control gets us where we want to go, without surprises along the way.
Internal control is everyone’s responsibility…Internal control is me.”

- From a Cargill Corporation presentation
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What is the “Control Environment” ?What is the “Control Environment” ?

• Personal and professional integrity and ethical values of management 
and staff

• Established at all levels of an organization
• Official communication on compliance and individual responsibility

M ’ i l d h i f d i i d i• Management’s actions related to gathering facts and giving advice
• Importance of approvals and actions allowed for circumventing any 

departmental staff positioned to provide controls
• Public and private responses to official communications and/or• Public and private responses to official communications and/or 

individuals on policies, control activities, and guidance from above
• Commentary around the table
• Responses to problems abuse misuse or violations of expectations• Responses to problems, abuse, misuse, or violations of expectations
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How YOU Can Improve the University’s How YOU Can Improve the University’s 
Control EnvironmentControl Environment

• Communicate clearly
• Accuracy counts…take your time

Don’t just talk the talk walk the walk• Don’t just talk the talk, walk the walk
• Check the public and private responses
• Use exceptions/errors as opportunities to teach what’s 

right
• Don’t let abuse or misuse go
• Don’t be a party to circumvention of controlsDon t be a party to circumvention of controls
• Perform an annual risk assessment in conjunction with a 

review / update of your unit’s strategic plan
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• P-Card issues
• No independent reconciliation

Highest Risk Findings Highest Risk Findings -- 20082008
Control suggestions 
correlating to these 
areas begin on slide 15p

• Lack of documentation (original detailed receipts)
• Sharing of P-Cards
• Stringing
• No reconciliation with travel vouchersNo reconciliation with travel vouchers

• Gifts
• Spending not in compliance with donor intent
• Risks: Negative publicity, legal action related to donor/heir concerns
• Impact: Future fundraising efforts• Impact:  Future fundraising efforts 

• Information Security
• Storage and handling of high risk data (SSN, student and employee 

records, credit card numbers, PCI standards)
• Storage of system and data back ups• Storage of system and data back-ups
• Reacting to security incidents; Business Continuity Plans
• System access protocols (revocation, reviews)
• Risks:  Legal, negative publicity

Fi fl
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Highest Risk Findings Highest Risk Findings -- 20082008
• Transactions with Tax Components

Complimentary tickets and gifts (non-employees and employees)Complimentary tickets and gifts (non employees and employees)
Appropriate valuation of gifts/donations 
Classification between gifts and self-supporting or grant
Compensation items (e.g., housing or commuting expenses)

Timeliness of Grant Close Outs• Timeliness of Grant Close Outs
Outstanding questions or cost transfers
Technical reports
Delays and economy may reduce the likelihood of collectionsy y y

• Deficits – Reduction plan
Appropriately approved (Head, Dean or Vice Chancellor, Provost, OBFS)
Continual monitoring and updating plans

• Conflicts of Interest• Conflicts of Interest
Continuous management and assessment
Evaluation of conflict on an enterprise vs. unit basis 
Within the hiring process
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Highest Risk Findings Highest Risk Findings -- 20082008
• Self Supporting Activities

Study abroad activities – OBFS §13 9Study abroad activities – OBFS §13.9
Legislative Audit Commission (LAC) Guidelines 
Expenditures relate to generation of the revenue

• Accounts ReceivableAccounts Receivable
Monitoring and collection efforts 
Economy
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ffOther areas of past concernOther areas of past concern
• Review of and supporting analysis for fee structure
• Incomplete monthly reconciliation processesIncomplete monthly reconciliation processes 
• Contracts (inappropriate use of MOU, contract not appropriate for type of service, 

purchase contracts missing, signed inappropriately, execution after commencement 
of service)

• Revenue generating activities (controls lacking in contract billing• Revenue-generating activities (controls lacking in contract, billing, 
collection)

• Cash handling / sales revenue functions (documentation of sales, timely 
deposits, refunds, reconciliations)
S• Storeroom management (purchasing, inventory management, reconciliation)

• Segregation of duties (P-Cards, purchasing, cash, equipment)
• Equipment record keeping (e.g., computer parts)
• Gifts from faculty deposited into funds which support his/her ownGifts from faculty deposited into funds which support his/her own 

program
• Employee performance evaluations
• Travel expenditures (duplication through different units, inadequate support, 

t i i l)
505 East Green Street, Suite 206
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Possible ControlsPossible Controls
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How can you address noted control weaknesses?How can you address noted control weaknesses?

In General…
SEGREGATION OF • Review segregation of duties and systems access (i.e., look 

for processes missing another set of eyes)
DUTIES

P-CARD 

for processes missing another set of eyes)
• Be creative with mitigating controls

• Ensure cards are not shared and all transactions are 
independentl econciledMANAGEMENT independently reconciled

• Review a sample of your unit’s P-Card transactions for 
compliance

• Identify and correct process weaknesses
• Emphasize compliance responsibilities in staff meetingsEmphasize compliance responsibilities in staff meetings
• Establish requirements for adequate supporting 

documentation to support the business purpose and source 
of funds for the transaction

Obt i UIF t ift f d l ti d t bli hGIFTS, DONOR 
INTENT

• Obtain UIF reports on gift fund accumulations and establish 
a plan to use or reinvest them

• Develop and maintain a guide for intended use of 
departmentally controlled gift funds which is accessible to 
business staff as well as faculty

505 East Green Street, Suite 206
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How can you address noted control weaknesses?How can you address noted control weaknesses?

INFORMATION 
SECURITY

• Establish a disaster recovery plan appropriate to your unit… 
look at more than just business information technology -

l d f l l d f
SECURITY

include fiscal location and communication if important
• Establish procedures to periodically test your business 

continuity / disaster recovery plan
• Develop and communicate a plan for security incidents
• Establish procedures to revoke all system access (e g• Establish procedures to revoke all system access (e.g., 

Banner, shadow systems, EDDIE, etc.) when employees 
leave your unit

• Periodically review system access for all employees and 
adjust according to responsibilities

• Meet with operational and IT personnel to identify all areas 
of confidential data (e.g., SSN, credit card information) and 
discuss the policies for handling

• Track complimentary items gifts (e g flowers retirementTRANSACTIONS 
WITH TAX 
COMPONENTS

• Track complimentary items, gifts (e.g., flowers, retirement 
gifts, etc) and unusual compensation considerations

• Work with UIF to appropriately value non-monetary gifts 
and report all gifts

• Seek advice from OBFS, UIF, OSPRA for gift vs. grant vs. 
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How can you address noted control weaknesses?How can you address noted control weaknesses?

GRANT CLOSE-OUTS • Note technical report due dates and follow up with PI’s to 
confirm reporting has been appropriately completed

d d k (• Monitor expenditures and make necessary corrections (cost 
transfers, labor redistributions) in a timely manner

• Address overdrafts immediately
• Work with GCO to ensure all unit responsibilities for end-of-

grant activities are fulfilled including collection of

DEFICITS

grant activities are fulfilled, including collection of 
outstanding bills to sponsors (you can use FZAAREV to 
monitor)

• Implement appropriate monitoring of all funds for which DEFICITS your unit is responsible to ensure timely detection or 
prediction of deficits

• Work with the department head and/or college and/or 
provost budget office to develop a deficit reduction plan

• Monitor progress against the plan in a timely manner and at

CONFLICT OF 
INTEREST

• Monitor progress against the plan in a timely manner and at 
appropriate frequency

• Regular staff meetings for awareness, education, and 
reminders (e.g., contract policies, conflict of interest, 

505 East Green Street, Suite 206
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How can you address noted control weaknesses?How can you address noted control weaknesses?

SELF-SUPPORTING 
ACTIVITIES

• Familiarize yourself with LAC Guidelines
• Monitor activity (revenue and expenditure) to ensure 

l h h f h
ACTIVITIES

appropriate relationship to the purpose of the activity
• Monitor inventory (purchases and merchandise stocks)
• Work with OBFS and the Study Abroad Office to ensure 

appropriate accounting for revenue, expenses, and risks 
associated with study abroad programs

ACCOUNTS 
RECEIVABLE

associated with study abroad programs

• Monitor aging of your unit’s A/R Detail Code(s) at 
appropriate frequencies

• Follow promptly with accounts that are aging
• Communicate collection issues to your operations staff to 

protect against building up uncollectible balances
• Work with USFSCO staff for possible escalation of collection 

efforts
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How can you address noted control weaknesses?How can you address noted control weaknesses?

FEE STRUCTURES • Perform a detailed review of pricing policies for self 
supporting activities

h / l f h d h

RECONCILIATIONS

• Are prices consistent with / inclusive of costs charged to the 
activity?

• Include all funds in your org and all transactions in those 
funds

CONTRACTING

• Include OL and GL

• Avoid using MOU or other form of contract which is 
inappropriate for services received

• Ensure contracts are appropriately approved including by• Ensure contracts are appropriately approved, including by 
Legal Counsel if not using a standard form

• Ensure appropriate signature: only one signature is 
authorized to execute agreements on behalf of the 
University (Comptroller) and should be attested by the 

REVENUE-
GENERATING 

signature of the Secretary of the BOT

• Use contracts
• Prepare timely billings – either independent of Banner (with 

permission) or in Banner GAR

505 East Green Street, Suite 206
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How can you address noted control weaknesses?How can you address noted control weaknesses?

CASH HANDLING / 
SALES REVENUE

• Review procedures for documenting and recording sales, 
timeliness of deposits, segregated reconciliations, handling 
f f d d d f

SALES REVENUE

STOREROOM 

of refunds, and contracting procedures for revenue-
generating agreements

• Establish appropriate inventory management practices, 
determine minimum optimal inventory levels and strive for

MANAGEMENT
determine minimum optimal inventory levels and strive for 
just-in-time purchasing

• Establish efficient purchasing procedures, including vendor 
and optimal purchase-quantity analyses

• Segregate purchasing responsibilities from inventory 
management responsibilities and from sales responsibilities

• Maintain perpetual inventory records
• Perform regular reconciliations between perpetual inventory 

records and actual physical inventory
• Regularly review sales and inventory levels to detect slow-• Regularly review sales and inventory levels to detect slow-

moving or obsolete items, adjust purchasing habits 
accordingly
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How can you address noted control weaknesses?How can you address noted control weaknesses?

EQUIPMENT 
RECORDKEEPING

• Take your Biennial Inventory seriously
• Implement regular reconciliations or inventory spot-checks 

h d d d d
RECORDKEEPING

GIFTS FROM FACULTY 
IN SUPPORT OF

in the interim periods and ensure existence, condition, and 
location of equipment is accurate in the University record

• Review potential conflicts of interest, ensure gifts are not 
used in support of the faculty’s salary or benefitsIN SUPPORT OF 

THEIR OWN 
PROGRAM(S)

used in support of the faculty s salary or benefits
• Segregate control of funds if possible

EMPLOYEE 
PERFORMANCE 
EVALUATIONS

• Ensure all performance evaluations are completed annually 
and appropriately documented

DUPLICATE TRAVEL 
REIMBURSEMENTS

• Communicate with other units which your faculty or staff 
have a dual relationship

• Ensure reimbursements are supported by only original
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FraudFraud
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Fraud TriangleFraud Triangle
PressurePressure

-a/k/a Reason
- Personal financial 

situationssituations
- Economy

Internal Controls, 
Segregation of 
Duties mitigate 
opportunity

AttitudeAttitude OpportunityOpportunity

pp y

AttitudeAttitude OpportunityOpportunity-a/k/a Rationalization

505 East Green Street, Suite 206
Champaign, Illinois 61820

http://www.audits.uillinois.edu/
23Copyright 2009



Office of University AuditsOffice of University AuditsUNIVERSITY OF ILLINOIS
URBANA-CHAMPAIGN • CHICAGO • SPRINGFIELD

ffTarget Areas for Fraud AwarenessTarget Areas for Fraud Awareness

P-CardP Card

Central Stores Purchases

InventoryInventory

Use of University Vehicles

Time Reporting and Overtime

Cash Operations

Travel Vouchers
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“Quotable Quotes”“Quotable Quotes”
• “I thought she was doing that.”
• “The staff wouldn’t approve his transactions anymore, they would 

always bring them to me for approval.”
• “Everything she does is an exception.”
• “I could never get her to put that in writing ”• I could never get her to put that in writing.
• “He wore me down.”
• “He was always sending emails after our discussions that would 

interpret things slightly different.”interpret things slightly different.
• “We were concerned when saw the FOIA request.”
• “We only let him do it that one time.  We told him next time it would 

not be approved.”pp
• “We don’t have enough staff to have adequate segregation of duties.”
• “She was mean to staff if they asked questions about her 

expenditures.”
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Mainstream University Business CyclesMainstream University Business Cycles
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MAINSTREAM UNIVERSITY BUSINESS CYCLESMAINSTREAM UNIVERSITY BUSINESS CYCLES
A. Revenue Control Environment
B C h R i C l E iB. Cash Receipts Control Environment
C. Accounts Receivable Control Environment
D. Gift Control Environment
E Sponsored Program Control EnvironmentE. Sponsored Program Control Environment
F. Purchasing Control Environment
G. Expenditure Control Environment
H P-Card IssuesH. P Card Issues
I. Personnel and Payroll Control Environment
J. Moveable Equipment Control Environment
K. Inventory Control Environmenty
L. Budget Control Environment
M. Information Security Control Environment
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Revenue Control EnvironmentRevenue Control Environment
• Adequate method for accumulating revenue, properly classifying the nature 

and source
• Timely processing of revenue transactions
• Adequate segregation of duties, including reconciliation of revenue 

amounts to supporting agreements or sales documents
• Identification and reporting of trends or anomalies p g
• Procedures for pricing reviews and budgeting for activities that generate 

revenues in accordance with Legislative Audit Commission Guidelines and 
UI policies

• Constant review and identification of tax reporting requirementsCo sta t e e a d de t cat o o ta epo t g equ e e ts
• Revenue contracts are compliant with OBFS; process to ensure they are 

billed is appropriately controlled
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Cash Receipts Control EnvironmentCash Receipts Control Environment
• Issuance of and accounting for a pre-numbered receipt
• Independent reconciliation of receipts to cash depositedp p p
• Safeguarding of cash and checks
• Timeliness of deposits
• Petty cash and change funds access, disbursement, and reconciliation 

procedures comply with policiesprocedures comply with policies
• Adequate segregation of duties between custody and record keeping
• Independent reconciliation of deposits
• Cash is not collected for items that should be processed through University 

accounts receivableaccounts receivable
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Accounts Receivable Control EnvironmentAccounts Receivable Control Environment
• Adequate segregation of duties (receiving payments, updating A/R 

balances, and reconciling)
• Authorization from OBFS if not using Banner A/R
• Approval of credit extension policies and billing controls
• Monitoring system access
• Monthly reconciliation to Banner A/RMonthly reconciliation to Banner A/R
• Proper reporting of A/R to OBFS at year end for unit managed receivables
• Procedures for monitoring aging, unit collection efforts, and write-offs
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Gift Control EnvironmentGift Control Environment
• Classification and support (gift vs. grant and restricted vs. unrestricted)
• Gift Transmittal Forms and reporting to the Foundationp g
• Policies for acknowledgement letters by the Department
• Reviews of FACTS weekly gift reports
• On-going procedures to ensure compliance with donor intent
• Periodic evaluation of intent and status of each account / gift• Periodic evaluation of intent and status of each account / gift
• Monitoring of deficits and accumulations
• Preventing commingling of gift funds
• Managing Conflicts of Interest involving gift funds – gift from employee 

fforms
• Costs associated with development efforts are appropriately coded as 

development costs

505 East Green Street, Suite 206
Champaign, Illinois 61820

http://www.audits.uillinois.edu/
DCopyright 2009



Office of University AuditsOffice of University AuditsUNIVERSITY OF ILLINOIS
URBANA-CHAMPAIGN • CHICAGO • SPRINGFIELD

Sponsored Program Control EnvironmentSponsored Program Control Environment
• Individuals responsible for grant activity have received appropriate training 

and have reviewed OBFS §16, OMB Circular A-21, terms and conditions 
ifi t th d th i t li blspecific to the award, or other requirements, as applicable

• Restricted funds are used only for the intended purpose – documentation is 
adequate to support charges to the sponsored program or project

• Expenditures are reviewed for allowability, classification, consistency with 
th / j t t d d t f di i t d t kithe program/project agreement, and adequate funding prior to undertaking 
a transaction

• Compliance with technical portions of agreements
• Adequate procedures to identify and report cost sharing
• Subrecipient monitoring
• Deficit monitoring and follow-up
• Unusual transactions are identified, questioned, and adequately explained
• Effort: consistent with time spent appropriately reviewed and reported;• Effort:  consistent with time spent, appropriately reviewed and reported; 

cost-sharing commitments appropriately handled
• Preaward period – proposals – key control opportunities!
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Purchasing Control EnvironmentPurchasing Control Environment
• Processes for review of adequate funding prior to initiation of purchase 
• Processes for review of transactions for allowability y
• Documentation supports purpose, costs, and approval
• Segregation of duties between approving, negotiating, and reconciling
• Approval authority is in line with organization authority
• Review and identification of stringing transactions• Review and identification of stringing transactions
• Independent verification of goods received
• Proper approval of contracts
• Conflict of Interest:  communication – identification – integration of 

i d i i i / b i lnecessary awareness into administrative / business roles
• Procedures to outline compliance terms for agreements and monitor
• Adequate knowledge and compliance with UI policies
• We don’t start the work before the contract is executedWe don t start the work before the contract is executed
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Expenditure Control EnvironmentExpenditure Control Environment
• Adequate segregation of duties 
• Approvals and delegations of approval authority are documented and pp g pp y

reviewed periodically
• Expenditures are reviewed for allowability and availability of funds prior to 

payment
• Reconciliation to supporting documentation is timelypp g y
• Procedures are designed to review expenditures for compliance with 

contracts and UI policies, laws, etc
• Telecommunication expenditures are reviewed
• Communication and awareness of sales tax issues• Communication and awareness of sales tax issues
• Individuals responsible for expenditure processes are aware of conflict of 

interest disclosures, including highlighting conflicts that exist within the 
purchasing function
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PP--Card IssuesCard Issues
PP--Card is a tool used in the purchasing and expenditure cycles, Card is a tool used in the purchasing and expenditure cycles, 

special considerations for Pspecial considerations for P--Card controls include:Card controls include:

• What does the reconciler really do?
CFOAPAL, business purpose, funding, policies, appropriateness

• What constitutes an “original” receipt?
Form and detailForm and detail

• Who keeps the documentation?
• Common problems

Card sharing:  P-Cards shared or retained in a “central” area
A h iAccount sharing
Sales tax
Unreconciled transactions
Lack of independent verification of goods received 
St i iStringing
Lack of segregation of responsibilities
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Personnel and Payroll Control EnvironmentPersonnel and Payroll Control Environment
• Documented authority
• Segregation of duties regarding appointments and time entryg g g g pp y
• Timesheets are approved prior to payment
• Approved timesheets are not returned to the employee
• Management of Conflicts of Interest which involve direct supervision
• Monitoring benefit time usage taking action when concerns arise• Monitoring benefit time usage, taking action when concerns arise
• Overtime pre-approval and monitoring
• Reconciliation of payroll detail to financial statements
• Timely performance reviews, reviews reflect pay raise actions taken
• Adequate termination procedures (access, safety, assets, etc…)
• Check distribution: compliance with policy
• Adequate documentation to support adjustments, lumps, and other non-

standard pay changesstandard pay changes
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Moveable Equipment Control EnvironmentMoveable Equipment Control Environment
• Segregation of duties (custody, recording, verification)
• Tagginggg g
• Equipment loan approval and forms
• Equipment monitoring < $500
• Physical inventories are performed with review and evaluation of items not 

foundfound
• Reconciliation of equipment records to any internal databases or 

spreadsheets
• Disposal procedures are communicated and effective
• Equipment purchased with grant funds is maintained appropriately• Equipment purchased with grant funds is maintained appropriately
• Additional focus on risk areas (high dollar, small size, easily convertible)
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Inventory Control EnvironmentInventory Control Environment
• Security is adequate
• Perpetual records are maintainedp
• Physical counts and reconciliations (yearly reporting on FACTS if periodic) 

are performed
• Purchasing controls are documented
• Segregation of duties (ordering receipt recording) is adequateSegregation of duties (ordering, receipt, recording) is adequate 
• Cut-off procedures are reviewed every year for exceptions or new issues
• Management review and analysis of the stores, turnover, amounts, usage, 

shortages, overages, exceptions, etc
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Budget Control EnvironmentBudget Control Environment
• Financial reporting compares budget-to-actual on a level detailed enough 

to provide adequate oversight and is reviewed by the unit leadership and 
i di id l ibl tiindividual responsible parties

• Timely financial reconciliations are reviewed by individuals with adequate 
knowledge of the business unit

• Identification and resolution of inappropriate or inaccurate transactions
• Segregation of duties between reconciliations and processing
• Deficit review, follow-up, and reporting of action (reduction plans)
• Unit policies established and communicated
• Applicable staff and departmental faculty input in budgeting• Applicable staff and departmental faculty input in budgeting 
• Consistent follow up on noted variations identified in reporting
• Reconciliation (to Banner) and evaluation (needed?) of shadow systems
• Validation of reporting out of the data warehouse
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Information Security Control EnvironmentInformation Security Control Environment
• Passwords must not be shared and must meet the definition of a strong 

password available on the CIO website
• Back up critical data and store in an alternate location (not in the same building 

as production data and not at a residence)
• Business Continuity / Disaster Recovery plan:  create, document and test
• Maintain user and system documentation for unique local applications/systems
• Classify and secure data according to the Information Security Policy
• Adequate security (firewall, intrusion detection) to protect servers with sensitive 

data
• NO SSN storage on departmental computing systems (exceptions must be 

d b th Offi f P i d I f ti A )approved by the Office of Privacy and Information Assurance)
• Physically and environmentally secure facilities for storage of IT equipment 

(including temperature and humidity controls)
• Consider partnering with other units, departments, colleges, and organizations 

with similar IT requirements for increased efficiencieswith similar IT requirements for increased efficiencies
• If your unit stores or processes credit card information, contact the Director of 

Business Systems Analysis in the Treasury Operations division of OBFS
• Procedures should exist to comply with the University’s Software Piracy Policy
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And In The End…And In The End…

• Does it make sense?
• Is it all documented?
• Everyone that should have approved – did?

ll h f h ld hGiven all the information you have, would it pass the 
headline test?
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ReferencesReferences
• http://www.obfs.uillinois.edu/

OBFS homepageOBFS homepage
• http://www.obfs.uillinois.edu/manual/index.html

OBFS Policy Manual
§9 Auditing, Internal Control, Employee Ethics
§19 Business Information Technology§ 9 us ess o at o ec o ogy
§19.5 Information Security Policy (also found at http://www.fs.uiuc.edu/cam/cam/viii/viii-1.2.html)
§19.9 Software Piracy Policy

• http://www.vpaa.uillinois.edu/policies/?bch=0
University-Wide Policies

• http://www ssn uillinois edu/• http://www.ssn.uillinois.edu/
• Social Security Number Policy
• Firefly Program:  http://www.cites.illinois.edu/ssnprogram/

• https://www-s.audits.uillinois.edu/IT/IT-BCP-introduction.html
Business Continuity PlanningBusiness Continuity Planning

• http://www.cio.illinois.edu/policies/passwords/index.html
CIO Website

• http://www.cites.illinois.edu/security/
Office of Privacy and Information Assurance
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