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Workshop  Objectives  
• Identify  the  key elements of internal  controls 

and how they relate to fraud 
• Understand  why  internal  controls are so 

important 

• Identify  and solve common internal  control 

issues and challenges in small units  g





     
               

   
             
             

     
             
               
             

             
             

What  is Internal  Control?  
A  ithi i ti  d i  d  t id• 	 A  process within an  organization designed to provide  

reasonable assurance: 

– 	 That information  is  reliable,  accurate,  and  timelyThat information  is  reliable,  accurate,  and  timely  

– Of  compliance  with  policies, plans, procedures, laws,  

regulations, and  contracts 

–  ThThat assets ((e.g.  cashh, iinventory, peopll )e)  are  saffeguarddedd
 

–  Of  the most  economical and  efficient use of  resources 
 

–  That overall established objectives and  goals are  metover est	 objectives and  goals ar met  That all ablished 	 e 

• 	 Intended to prevent errors or irregularities, identify 

problems, and ensure that corrective action is taken 



          

     

         
           

     
             
 

       

Internal Controls May Be:Internal  Controls  May Be:  
• Preventive  – stops something  from  happening  

• Detective  – finds out what happened  alertsDetective  finds out what happened, alerts 

you as it happens  or shortly after 

•	 Corrective  – follow detective controls,
 

recovery from  consequences of an error  or
 

unexpected event
 

• Directive  tells folks what should happen• Directive  – tells folks what should  happen  



   
     

         
               
     

             
                 

     
               

             
     

What  is Fraud?  
V i  t d fi  Various ways to define…. 

•	 A  deception made for personal gain 
• Encompasses  an  array  of irregularities and illegal acts
Encompasses  an  array  of irregularities and illegal acts 

characterized  by intentional  deception 

•	 A  knowing misrepresentation of the truth or 

l  t f  t i l f t t  i d  th tconcealment of a  material fact  to induce another to 

act to his detriment 

•	 Conversion or obtainingg moneyy  or p ppropertyy  byy false 

pretenses  

•	 Any illegal act characterized  by deceit, concealment, 

or violation of trustor violation of trust 



     
             
                      

               
               

               
               

     
                   

         
               
               
     
         

   

Fraud  at the  University  
F  J l  31  1999  th h J 31  2009• From July 31, 1999  through January 31, 2009  
– 41  of  our investigations resulted in  some  type of  fraud. Findings 

include: 

•	 Conflicts of  interest with  inappropriate  hiring (nepotism),  contracting, 

billing, and  use of  University  cash, services,  and  personnel  

•	 Inappropriate  reporting or  payment  for overtime and  regular time 

• Inappropriate  appointments for services  including lump sums andInappropriate  appointments for services  including lump sums and  

payments  while on  sabbatical  
•	 Inappropriate  use of  grant  funds  for University  business  and  personal  

benefit 

• Sale off copyrighted materials  without  authorization  

•	 Personal usage  of  University  resource through  inappropriate  P‐Card  

purchases,  direct payment  of  invoices, and  reimbursements  using 

• Diversion of  revenue from  the  University  

• Theft  of  cash 

dupplicate and  fake documentation  



             
             
 

Expectations  
Has anyone ever communicated  to you their 

expectations of your  role in the  internal 

control environment?  



       

   

   

     

     
   

     

           

Key Issues  for Small  Units 
• Segregation  of duties 

• Lack of resources 

• Familial  /  trust environment  
• Addition  of new responsibilities  • Addition  of new responsibilities  

– Generalist technical  knowledge 

Knowledge of internal  controls– Knowledge of internal  controls 

– Experience in all  facets of operations 



         

     

 

 

Keys to Improving Controls  –  Your Issues 

Risk Assessment and Identification  

Possible  Solutions  
Cost/Benefit  Assessment 

ImplementationImplementation  

Reassessment 



   Questions  / Concerns?  


